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Question:  A step-by-step automation of the penetration testing process in CORE IMPACT testing tool include two important steps: Privilege Escalation and Clean Up. What is the main purpose behind using each of these steps? (3 marks)
Sol:

Privilege Escalation:

During the Privilege Escalation step, CORE IMPACT attempts to penetrate deeper into a compromised computer by running local exploits in an attempt to obtain administrative privileges. 
Clean Up:
The Cleanup step automatically uninstalls every connected Agent. Agents are uninstalled in post order to support complex Agent chains. 
